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Step 1: Refine Volume Snapshot

Specialist  Oprions  Window  Help

r:l Refine Yolume Snapzhat...  F10

* i SimultanecdsiSearch..  Ak+F10
Technical Detail: Repaort...

Refine Yolume Snapshot
Waolume snapshot;
81.263 itemz, 20 tagged, 0 hidden
[ Take new one
Execute nomw: Already done™?
[ Particularly thorough file system data structure zearch |
[ File header signature search Signatures... | [
[ Compute hash |
I
[ Werify file types bazed on zighatures |
Iw ik xplare and include contents of ZIP and RAR archives et [
[ Extract e-mail mezzages and attachments from... |
*
| Search for JPEG and PHG pictures embedded in... |
[~ Estract JPEG pictures from videos |
[~ Skin tone and blaw detection in pictures |
[ File farmat zpecific and statiztical encrpption tests |

{«" Apply zelected operations to *all* files
{° Apply to all non-hidden files
£ Apply to tagged filez only

Iv Omit files clazzsified as irelevant

Refining the Volume Snapshot first
will allow searching compressed
files in archives (among others).

To that end, press F10 or invoke
“Refine Volume Snapshot” from the
Specialist menu.

Check the option to “Explore and
include contents of ZIP and RAR
archives etc.”.

Then click ok, which will eventually
result in a message like the one
below. Acknowledge with OK.

winhex x|

i ] The volume gnapshot now comprizses 13,320 items
\.) [11.850 before, i e. +1.470).

ak.




Step 2: Enter search terms and options
x

|Sear|:h Position  Vies  Tools  Specic

: @y Find Text.. Chrl+F
i Ff!‘x Firnd Hex Yalues... Chrldlt
'.‘:'f_;’E Heplace Text. . Ckrl+H

‘g Benlace Hew Walues...  Chlkdlt+H

. HEX

M Simultaneous Search..,  Al+F10
I Indexing... Chrl+alt+|
| Searchin Index... [+ b+
! [Hptimize [ndex
Esport wiond Lzt
Eambined Seanch...

| |nteger Walue...
Floating-Paint ¥ alue. .
Text Pazzages...

Eontinue Global Search 4

Eontinue Seanch F3

The fallowing zearch terms will be zearched
gimultaneouzly [one per ling:

= @

Johin
Dioel

{* Logical [file-wise]

-

" Physical [sectar-wize]

[v Code page |*1252 [AMSI - Lateinizch 1]

[

I™ Codepage |E5001 [UTF-5)
W Unicods [UTF-1ELE)

] Cancel
—

4

v Match case

[~ GREF syntax

[~ Usze as wildcard: |7_
[~ whole wards anly

[~ Cond.: affzet mod |512 = IEI

{+ Search all objects [145 MEB)

" Existing and wirtual objects [125 ME]

" Search all tagged objects [0 bytes)

[v Open and search files incl. slack

¥ Cover file slack/free space transition

[~ Decode text in files:
|“.pdf;".wpd;".s:-:";".st*;*.ud*;*.html;“.rtff

[~ In selected evidence objects

[~ Omit files classified az irelevant
[~ Omit hidden files
[~ Omit files that are filtered out

[~ 1 hit per file needed anly [faster)

Help

In this case, we are interested in John and Doe as whole words. Once set,

click OK.

The search will run and eventually you will be able to review the search hits
(s. next two pages for screenshot and explanations).




Step 3: Reviewing search hits

[Ext2 Image. e01] |

File Search hits in\ and subdirectorios A
s Investigation Doe, John - Offzet = | Rel ofs. | Search hitz Y Filegfame | Eut. |“| Size
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E|J"'I Ext2 Irnage.e0l 957C434 94 b and jwm B \Written by Jobn Andrews DESETOP="cat ,_] awitcher. sh zh 347 bk
[+ § Path unknown A293C1C 1C [Huzrdbindper -w 8 Author Jabn Andrews killall -3 fluster & ,_] enhance N5k
""" _4 .rr_moved Ad44C447 47 |1 Srall Lince B %written by Johin Andrews # Makes Mirc s ,j ircta. pl pl 10K
""" _4 bin ARB92BA 43EBA 2; knbsp; dnbsp; &nbsp; - John F. Kennedwinbsp;sbrVis ,j naim
(-4 boat W ] - il B 6 written by Jobn Hasler <obn@dibog o | e
""" _4 cdram ABFTE56 56 # 'wiitten by John Hasler <john(@dhh.gt.orgy and baged © ,J poff
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£ j hnE‘Ef 4903436 ADE 3B id/d d d@d%d'd doc d.dld doe’e0etfE i« 0f P57 Fef gfi ,_] k<11 20 6.2 2
=0 4 dd AAEIITE E19B id/d d di=id%d'd dic d.dld doe’ e et ATIENG ™ Fxf gfi_ ,_] lib<utf, 20,0 1]
ik 4 dilo AB1TATE 42218 id/d d di@d%d'd doc d.dd doe'el et "ffuf afi_ ,j libe<utf. 20,0 1]
,,,,, 4 emelfm AETBFZ2 FCF22 zuwme Gian-Carlo Pazcutto Jokhn Riddd gz plugin] b ,j ¥ImE 1.0M
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..... 9 index BOEDCT R 18 #l/bindskh # Odnz-up by Johin Hazler 1993-2002. You i l_:]I]dm-up 1.2FK
-4 .sylpheed BZ30B490 BI0 [~ OAIOb 557 C® NA* dOES 4§84 § Us( »@ &cdww FLCIC]BIST14.pef.gz 0z 134FE
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----- _ 4 .xtdeskkop BaCO40C E I Hacked by John &ndrewes for the DSL proje ,_] BizCard 32K
----- _1] Cocs BIED4FT 78F9 lavin [echo + stereo pluagin) John Riddoch [Salans pluagin Je ,j WIS, IO /\W B2AK
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E-29 lb Df f=et 01 2 2 4 5 & 7 2 9 A B T D E F ;I
..... 4 lost+Faund = | DARF7EZ0 | 39 ZF 30 38 ZF 32 38 20 31 36 34 35 31| 9-08-28 16:34:51
M- mnt NDARF7830 | 20 70 68 69 6C 20 45 78 70 20 24 57 72 phil Exp § & Wr
..... 4 none DARF7840 |69 74 74 65 6E 20 62 79 20 BA &F 48 61 | itten by John Ha
-q opt DARF7850 | 73 B6C 65 72 20 3C rAd 6F &8 AE 40 2E 67 | =ler <john@dhh. g
..... 4 proc :j NDARF7860 | 74 2E BF 72 67 3E 20 61 &E A4 20 65 B4 | t . orgr and baszed
— : QABF7E70 | 20 eF BE 20 77 eF 72 BE 20 04 23 20 &0 on work # by P
[Motable hits] QABF7E80 |68 B9 BC 20 48 81 BE B4 73 20 3C BC 40 | hil Hand=s <phil@
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Clicking this button calls the search term and search hit lists.

This is the search hit list. You can narrow search_hits down by either
selecting sub-directories in the directory tree or by applying filtering
methods available in the directory browser.

This is the search term list. Selecting one or more search terms allows
narrowing the search hits to just the currently desired terms. Double-click a
single term or use multiple-selection and the Enter button or key.

Click a search hit so the lower half of the screen will bring the hit into view.



